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(57) Abstract: A portable device (2) comprising: unauthorized separation detection means arranged to detect the unauthorized 
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device (2) in response to the unauthorized separation of the portable device (2) and person, wherein the unauthorized separation 
detection means are means for detecting the release of a releasable connector (24) connecting the portable device (2) to the person. 
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TITLE 

A Portable Device for Connection to the Person 



FIELD OF THE INVENTION 

The present invention relates to portable devices for connection to the person. In 
particular, It seeks to reduce the desirability of such devices to thieves. 

BACKGROUND TO THE INVENTION 

The portable nature of mobile phones mean that they are easily misplaced and 
stolen. It would be desirable to make a telephone less desirable to a thief and, in 
particular, less likely to be stolen if misplaced or left behind. 

A current trend in the mobile, telephone industry, is the miniaturisation of 
telephones. Another trend is that mobile telephones are becoming fashion accessories 
and are often visibly worn on or about the person. For example, mobile telephones may 
be hung around the neck, around the wrist or attached to a belt or clothing: One 
problem with wearing telephones in this way is that they can be grabbed by a thief. 

It would be desirable to reduce the likelihood of such a theft taking place and 
also to reduce the risk of personal injury during such a theft. 

BRIEF SUMMARY OF THE INVENTION 

According to one aspect of the present invention there is provided a portable 
device comprising: unauthorised separation detection means arranged to detect the 
unauthorised separation of the portable device from a counterpart; and control means 
arranged to effect at least partial disablement of one of the portable device and the 
counterpart in response to the unauthorised separation of the portable device and 
counterpart. The control means may be arranged to effect at least partial disablement of 
the use of a cellular radio transceiver housed in one of the portable device and the 
counterpart. 

According to one embodiment, the counterpart is a person and the control means 
are arranged to effect at least partial disablement of the portable device (and the cellular 
radio transceiver housed therein). According to another embodiment the counterpart is 
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a counterpart device and the portable device and the counterpart device are arranged to 
form a couple between each other and the control means are arranged to effect at least 
partial disablement of the portable device (and the cellular radio transceiver housed 
therein). According to another embodiment, the counterpart is a counterpart device and 
the portable device and the counterpart device are arranged to form a couple between 
each other and the control means are arranged to effect at least partial disablement of 
the counterpart device (and the cellular radio transceiver housed therein). 

According to another aspect of the invention there is provided a portable device 
having a radio transmitter, comprising: a releasable connector arranged to connect the 
portable device to a person and arranged to release the connection of the portable 
device to the person if the device is grabbed while connected to the person; and control 
means arranged to effect at least partial disablement of the device in response to the 
release of the releasable connector. 

The partial disablement of the device results in the device not being capable of 
normal use but only being capable of restricted use or no use. 

The releasable connector may be anything which allows the device to be worn by 
a person, for example, a neck strap, a wrist strap or a clip. With a neck strap the 
portable device is connected to a person by being supported around their neck. With a 
wrist strap the portable device is connected to a person by being attached to their wrist. 
With a clip the portable device is connected to a person by being attached to their 
clothing or accessories. The releasable attachment releases the connection by breaking, 
coming apart or otherwise losing the connection. 

The portable device may comprise a sensor for sensing the release of the 
connector. The sensor may sense a change in electrical characteristics of the connector 
such as its resistance. 

The portable device may be a mobile cellular telephone in which the radio 
transmitter is the transmitting portion of the telephone's radio transceiver. The partial 
disablement of the telephone results in the telephone not being capable of normal use. 
For example, the telephone may be capable of making only emergency calls and 
incapable of receiving calls (restricted use) or incapable of making and receiving any 
calls (no use). The partial disablement of the mobile cellular device may allow the device 
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to make calls to a network operator call centre and/or re-direct restricted calls to/from 
the device to a network operator call centre. 

Preferably, the portable device can be re-enabled following authentication e.g. by 
the user calling the network operator call centre, possibly using the partially disabled 
mobile cellular device, and providing password authentication. 

The portable device is preferably arranged to allow the operation of the 
releasable connector to be activated/deactivated. In the activated state, the control 
means is able to effect at least partial disablement of the device in response to the 
release of the releasable connector. 

The control means is preferably arranged to control the radio transmitter to send 
a message in response to the release of the releasable connector. 

In an embodiment where the device is or comprises a cellular mobile telephone 
for operation in a cellular communications network, the control means may be arranged 
to effect at least partial disablement of the device by controlling the radio transmitter to 
send a disabling message to the network for disabling normal operation of the telephone 
in the network. The mobile telephone may comprise a handset and a replaceable card, 
which enables the handset to operate as a telephone in the network, and the network 
may be responsive to the disabling message sent by the mobile telephone to disable the 
card from normal use in the network and/or to disable the handset from normal use in 
the network. 

The disablement of the card will preferably involve an adaptation to one or more 
databases used in the network for controlling user access to the network. The 
disablement of the card may completely prevent the card from enabling the normal 
operation of any handset as a telephone in the network. 

The disablement of the handset will preferably involve an adaptation to one or 
more databases used in the network for controlling equipment access to the network. 
The handset, even when disabled, may still be capable of making emergency calls e.g. 
to 911 (USA) or 999 (GB). 

In an embodiment where the device is or comprises a cellular mobile telephone 
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for operation in a cellular communications network and the telephone comprises a 
handset and a replaceable card, which enables the handset to operate as a telephone in 
the network, the control means may be arranged to effect at least partial disablement of 
the device by locking the handset to the card, in response to the release of the 
releasable connector, so that it can be used normally as a telephone only in conjunction 
with the card present in the handset when the telephone is grabbed. If a different card is 
used with the handset after locking, the telephone may still be capable of making 
emergency calls e.g. to 911, but will not be capable of placing calls to user determined 
telephone numbers. Preferably, the control means, in response to the release of the 
releasable connector, is additionally arranged to send a disabling message to the 
network for disabling the card. The disablement of the card may completely prevent the 
card from enabling the normal operation of any handset as a telephone in the network. 

According to another aspect of the invention there is provided a cellular mobile 
telephone, for operation in a cellular communications network, comprising: a releasable 
connector arranged to connect the mobile telephone to a person and arranged to 
release the connection of the mobile telephone to the person if the device is grabbed 
while connected to the person; and control means arranged to send a disabling 
message to the network in response to the release of the releasable connector. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a better understanding of the present invention reference will now be made 
by way of example only to the accompanying drawings, in which: 

Fig. 1 is a schematic illustration of the functional components of a GSM mobile 
telephone embodiment of the present invention; 

Fig. 2 illustrates the exterior of the GSM telephone embodiment; and 

Fig. 3 illustrates a GSM cellular communications network embodiment. 

DETAILED DESCRIPTION OF EM BO D I M ENT(S) OF THE INVENTION 

Fig. 1 is a schematic illustration of the functional components of cellular mobile 
telephone 2 for operation in a cellular communications network, which in this example is 
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a GSM network. The telephone 2 comprises a handset 4 and a SIM card 6. The 
handset 4 comprises a controller 10, radio transceiver circuitry 12 electrically connected 
to the controller 10, a user input keypad 14 electrically connected to the controller 10, a 
user input microphone 16 electrically connected to the controller 10, a loud speaker 18, 
for audio output to the user, electrically connected to the controller 10, and a display 20 
electrically connected to the controller 10. These components are standard components 
of a GSM mobile telephone handset. The person skilled in the art will readily understand 
how they inter-operate to send and receive messages such as SMS messages and to 
make and receive telephone calls. The handset 4, further comprises, a sensor 22 
electrically connected to the controller 10 and a connector 24 connected to the sensor 
22. 

Fig. 2 schematically illustrates the exterior of the handset 4. In this embodiment, 
the connector 24 comprises a strap 26 and a couple 28. The strap 26 is connected to 
the body of the handset 4 via the couple 28. The strap 26 may be suitable for being 
passed over the head of a user so that the handset 4 hangs from the neck or it may be 
suitable for being passed over the hand and tightened around the wrist so that the 
handset 4 hangs from the wrist. Although a strap 26 is illustrated in this figure, it should 
be appreciated that different connectors 24 could be used. For example, the connector 
24 could in an alternative embodiment be a clip for attaching the handset 4 to a belt or to 
clothing. 

The connector 24 which connects the telephone to a person is designed so that it 
will release the connection when the telephone 2, attached to a person, is grabbed by a 
thief. For example, in the embodiment of Fig. 2 the strap 26 may have an inherent 
weakness so that when the telephone 2 is grabbed the strap breaks. Alternatively, the 
couple 28 may be designed to sever the connection between the strap 26 and the 
telephone 2 when the telephone is grabbed by a thief. The sensor 22, illustrated in Fig. 
1, is arranged to sense when the telephone 2, which is attached to a person, has been 
grabbed by a thief. This is preferably done by sensing when the connector 24 ceases to 
connect the telephone 2 to the person. This may be achieved by, for example, forming a 
closed conductive path from the telephone 2 through the couple 28 and around the strap 
26 to return to the telephone 2 while the telephone 2 is attached to the person. The 
severance of this closed conductive path, when the connector releases its connection, is 
easily detectable using known techniques such as by periodically testing the conductive 
path for changes in resistance. 
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Alternatively, the sensor 22 may not be physically connected to the connector 24. 
Instead, the sensor 22 comprises a low power radio transceiver or infrared transmitter 
for communicating with a counterpart device carried by the person. The low power radio 
transceiver in the sensor 22 may for example communicate with a low power radio 
transceiver in the wrist watch of the user of the phone. When the link between the 
telephone 2 and the counterpart device is broken because the telephone and 
counterpart device, have been separated the sensor 22 is activated. The sensor 22 is 
therefore acting as a proximity detector and is activated when the telephone 2 and the 
counterpart device are separated beyond the threshold distance. A separation beyond 
the threshold distance would occur, for example, if the telephone 2 were stolen by a thief 
or inadvertently left behind. In this alternative embodiment, the activation of the sensor 
causes the controller 10 to at least partially disable the telephone 2. This may occur, for 
example, by the radio transceiver 12 of the mobile telephone transmitting a disable 
message and/or, by the locking of the SIM card 6 to the handset 4. As a variation, to 
this alternative embodiment , the sensor 22 may be positioned in the counterpart as 
opposed to the telephone 2. The controller 10 is connected to a low power radio 
frequency transceiver which communicates with a low power radio frequency transceiver 
connected to the sensor 22 in the counterpart. The sensor 22 operates as a proximity 
detector, detecting when the separation between the counterpart and the telephone 
exceeds a threshold. This may be done by, for example, measuring the attenuation of a 
signal. When the separation exceeds the threshold, the sensor 22 in the counterpart is 
activated and sends a command to the controller 10 which causes the at least partial 
disablement of the mobile telephone 2. 

In response to the activation of the sensor 22 the controller 10 when in an active 
mode effects at least a partial disablement of the telephone 2. This disablement may be 
achieved in a number of different ways. However, when the controller is in an inactive 
mode it does not respond to activation of the sensor. The user can select whether the 
controller 10 is in the active or inactive mode. 

According to a preferred embodiment, the controller to controls the radio 
transceiver 12 to send a disabling message which will substantially prevent the 
telephone 2 being used as a normal telephone. The telephone 2 may be completely 
prevented from operating in the cellular network or it may for example, be capable of 
only performing a very limited number of functions for example making emergency calls 
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only, or calling only a network operator call centre. 

Figure 3 illustrates a GSM cellular network 40 comprising a plurality of cells 42 
each with a base station 44. The mobile telephone 2 communicates in the network by 
transmitting to and receiving from the serving base station 44 of the cell 42 in which it is 
located. As the mobile station moves from r one cell to another the serving base station 
44 changes. The base stations 44 are controlled by a mobile switching centre (MSC) 46. 
The MSC 46 controls the routing of communications from sender to receiver. The MSC 
46 is connected to the Home Location Register (HLR) 48. This is a central database 
storing all the information that allows a user to access and use the network 40. The HLR 
48 stores the International Mobile Subscriber Identity (IMSI) for each user of the network 
40 and a restriction class for each user which indicates whether a user is able to transmit 
and receive communications and the type of communications that are possible. The 
network 40 may also have an Equipment Identity Register (EIR) 50 connected to the 
MSC 46. The EIR 50 is a database which tracks handsets. The EIR, if present, may 
blacklist a stolen handset via its International Mobile Equipment Identity (IMEI) thereby 
preventing its use in the network 40. 

In response to activation of the sensor 22, the controller 10 controls the radio 
transceiver 12 to send a disabling SMS message which will substantially prevent the 
telephone 2 being used as a normal telephone. The message may be sent immediately, 
or when the phone is next activated. The phone may self-activate in response to 
activation of the sensor. The message sent to the network may include the International 
mobile subscriber identity (IMSI) stored in the SIM 6 and the International mobile 
equipment identity (IMEI) stored in the handset 2. The IMSI uniquely identifies the user 
in the network and the IMEI uniquely identifies the handset. Alternatively, if the 
telephone is already participating in the network and has a temporary mobile subscriber 
identity (TMSI), the message may include the TMSI. The network is therefore capable, 
having received the message, of uniquely identifying the handset 4 and the SIM card 6 
either directly from the IMEI and IMSI or indirectly via the TMSI. The network is then 
able to change the restriction class in the HLR 48 for that IMSI and is capable of 
registering the handset having that IMEI as stolen in the EIR 40. Thus the handset will 
not be capable of being used, except possibly to make emergency calls to 911/999 or 
calls to the network operator call centre and the SIM card will not be capable of being 
used in another telephone. Preferably, the disabled telephone can be re-enabled by the 
network operator, after receiving a password during a call, possibly placed using the 
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partially disabled telephone, to the network operator call centre. 

According to another embodiment of the invention, the controller 10 responds to 
the sensor 22 sensing that the connector 24 has been released, by locking the handset 
4 to the particular SIM card 6 which is connected to it at that time. This locking 
procedure is described in the SIM personalisation procedure described in GSM 02.22 
and in EP-B-0301740. The controller 10 may also control the radio transmitter 12 to 
send a disabling SMS message to the network 40. This disabling message may be the 
same and operate in the same manner as described in the preceding paragraph. 
Alternatively, if the EIR 50 is not present in the network 40, the message may change 
the restriction class in the HLR 48 for that IMSI. The locking procedure may be reversed 
by entering a secret PIN code to the telephone or remotely by the network operator after 
receiving a password. The effect of the disable message may be reversed by the 
network operator after receiving a password as described in the preceding paragraph. 

Although the preceding paragraphs have described an embodiment of the 
invention with reference to a GSM cellular communication network and a GSM compliant 
mobiie telephone, it should be appreciated that the invention has application in other 
cellular communication networks and telephones, and in other appliances with radio 
transmitters. It should therefore be appreciated that modifications and variations to the 
examples given can be made without departing from the scope of the invention as 
claimed. 

Whilst endeavouring in the foregoing specification to draw attention to those 
features of the invention believed to be of particular importance it should be understood 
that the Applicant claims protection in respect of any patentable feature or combination 
of features hereinbefore referred to and/or shown in the drawings whether or not 
particular emphasis has been placed thereon. 



I/we claim: 
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CLAIMS 

1 . A portable device comprising: 

unauthorized separation detection means arranged to detect the unauthorized 
separation of the portable device from a person; and 

control means arranged to effect at least partial disablement of the portable 
device in response to the unauthorized separation of the portable device and person, 
wherein the unauthorized separation detection means are means for detecting the 
release of a releasable connector connecting the portable device to the person. 

2. A portable device as claimed in claim 1 , wherein the releasable connector comprises 
a strap. 

3. A portable device as claimed in claim 1 or 2, wherein the releasable connector is 
released by severance. 

4. A portable device as claimed in any one of claims 1 to 3, wherein the unauthorized 
separation detection means detects the interruption of a closed conductive path via the 
releasable connector. 

5. A portable device as claimed in any one of claims 1 to 5, wherein the portable 
device comprises a cellular radio transceiver. 

6. A portable device as claimed in claim 5, wherein the control means is arranged to 
effect at least partial disablement of the portable device by controlling the cellular radio 
transceiver to transmit a disable message. 

7. A portable device as claimed in any preceding claim, wherein the portable device 
is or comprises a cellular mobile telephone for operation in a cellular communications 
network and the control means is arranged to effect at least partial disablement of the 
portable device by sending a disabling message to the network for disabling normal 
operation of the telephone in the network. 

8. A cellular telephone network comprising a portable device as claimed in claim 7 
wherein the mobile telephone comprises a handset and a replaceable card, which 
enables the handset to operate as a telephone in the network, and the network is 
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responsive to the disabling message sent by the mobile telephone to disable the card 
from normal use in the network and/or to disable the handset from normal use in the 
network. 

9. A portable device having a radio transmitter, comprising: 

a releasable connector arranged to connect the portable device to a person and 
arranged to release the connection of the portable device to the person if the device is 
grabbed while connected to the person; and 

control means arranged to effect at ieast partial disablement of the portable 
device in response to the release of the releasable connector. 

10. A portable device as claimed in claim 9, wherein the releasable connector comprises 
a strap. 

11. A portable device as claimed in claim 9 or 10, wherein the releasable connector is 
released by severance. 

12. A portable device as claimed in any one of claims 9 to 11, wherein the unauthorized 
separation detection means detects the interruption of a closed conductive path via the 

i releasable connector. 

13. A portable device as claimed in any one of claims 9 to 12, wherein the control 
means is arranged to control the radio transmitter to send a message in response to the 
release of the releasable connector. 

> 

14. A portable device as claimed in any one of claims 9 to 12, wherein the device is 
or comprises a cellular mobile telephone for operation in a cellular communications 
network and the control means is arranged to control the radio transmitter to send a 
disabling message to the network for disabling normal operation of the telephone in the 

) network. 

15. A cellular telephone network comprising a portable device as claimed in claim 14 
wherein the mobile telephone comprises a handset and a replaceable card, which 
enables the handset to operate as a telephone in the network, and the network is 

5 responsive to the disabling message sent by the mobile telephone to disable the card 
from normal use in the network and/or to disable the handset from normal use in the 
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network. 

16. A device as claimed in claim 15 wherein the device is or comprises a cellular 
mobile telephone for operation in a cellular communications network and the telephone 
comprises a handset and a replaceable card, which enables the handset to operate as a 
telephone in the network, wherein the control means is arranged to lock the handset to 
the card, in response to the release of the releasable connector, so that the handset can 
be used normally as a telephone only in conjunction with the card which is present in the 
handset when the telephone is grabbed. ' 

17. A device as claimed in claim 16 wherein the control means is additionally 
arranged to send a disabling message to the network for disabling the card so that it can 
no longer enable a handset to operate normally as a telephone in the network. 

18. A cellular telephone network comprising a device as claimed in claim 17 wherein 
the network is responsive to the disabling message sent by the mobile telephone to 
disable the card from normal use in the network. 

19. A cellular mobile telephone, for operation in a cellular communications network, 
comprising: 

a releasable connector arranged to connect the mobile telephone to a person 
and arranged to release the connection of the mobile telephone to the person if the 
device is grabbed while connected to the person; and 

control means arranged to send a disabling message to the network in response 
to the release of the releasable connector. 

20. A cellular telephone network comprising a mobile telephone as claimed in claim 
19 wherein the mobile telephone comprises a handset and a replaceable card, which 
enables the handset to operate as a telephone in the network, and the network is 

• responsive to the disabling message sent by the mobile telephone to disable the card 
from normal use in the network and/or to disable the handset from normal use in the 
network. 

21 . A cellular mobile telephone comprising a mobile telephone as claimed in claim 19 
; comprising a handset and a replaceable card, which enables the handset to operate as 

a telephone in the network, wherein the control means is arranged to lock the handset to 
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the card, in response to the release of the releasable connector, so that the handset can 
be used normally as a telephone only in conjunction with the card which is present in the 
handset when the telephone is grabbed. 

22. A cellular telephone network comprising a mobile telephone as claimed in claim 
21 wherein the network is responsive to the disabling message sent by the mobile 
telephone to disable the card from normal use in the network. 

23. A portable device comprising: 

unauthorized separation detection means arranged to detect the unauthorized 
separation of the portable device from a counterpart device worn by a person; and 

control means arranged to effect at least partial disablement of the portable 
device in response to the unauthorized separation of the portable device and 
counterpart, wherein the portable device and the counterpart device are arranged to 
form a wireless couple, the diminution of which is detectable by the unauthorized 
separation detection means. 

24. A portable device as claimed in claim 23, wherein the portable device comprises 
a cellular radio transceiver. 

25. A portable device as claimed in claim 24, wherein the control means is arranged 
to effect at least partial disablement of the portable device by controlling the cellular 
radio transceiver to transmit a disable message. 

26. A portable device as claimed in claim 23 wherein the portable device is or comprises 
a cellular mobile telephone for operation in a cellular communications network and the 
control means is arranged to effect at least partial disablement of the portable device by 
sending a disabling message to the network for disabling normal operation of the 
telephone in the network. 

> 

27. A cellular telephone network comprising a portable device as claimed in claim 26, 
wherein the mobile telephone comprises a handset and a replaceable card, which 
enables the handset to operate as a telephone in the network, and the network is 
responsive to the disabling message sent by the mobile telephone to disable the card 

> from normal use in the network and/or to disable the handset from normal use in the 
network. 
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28. A portable device wearable by a person comprising: 

unauthorized separation detection means arranged to detect the unauthorized 
separation of the portable device from a counterpart device; and 

control means arranged to effect at least partial disablement of the counterpart 
device in response to the unauthorized separation of the portable device and 
counterpart, wherein the portable device and the counterpart device are arranged to 
form a wireless couple, the diminution of which is detectable by the unauthorized 
separation detection means. 

29. A portable device as claimed in claim 28, wherein the counterpart device 
comprises a cellular radio transceiver or mobile telephone. 

30. A portable device comprising: 

unauthorized separation detection means arranged to detect the unauthorized 
separation of the portable device from a counterpart; and 

control means arranged to effect at least partial disablement of one of the 
portable device and the counterpart in response to the unauthorized separation of the 
portable device and counterpart, wherein the portable device is or comprises a cellular 
mobile telephone for operation in a cellular communications network and the control 
means is arranged to effect at least partial disablement of the portable device by 
sending a disabling message to the network for disabling normal operation of the 
telephone in the network. 

31- A cellular telephone network comprising a portable device as claimed in claim 30 
wherein the mobile telephone comprises a handset and a replaceable card, which 
enables the handset to operate as a telephone in the network, and the network is 
responsive to the disabling message sent by the mobile telephone to disable the card 
from normal use in the network and/or to disable the handset from normal use in the 
network. 

32. A portable device comprising: 

unauthorized separation detection means arranged to detect the unauthorized 
separation of the portable device from a counterpart; and 

control means arranged to effect at least partial disablement of one of the 
portable device and the counterpart in response to the unauthorized separation of the 
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portable device and counterpart, wherein the device is or comprises a cellular mobile 
telephone for operation in a cellular communications network and the telephone 
comprises a handset and a replaceable card, which enables the handset to operate as a 
telephone in the network, wherein the control means is arranged to effect at least partial 
disablement of the portable device by locking the handset to the card so that the 
handset can be used normally as a telephone only in conjunction with the card which is 
present in the handset at the time of locking. 

33. A portable device substantially as hereinbefore described with reference to 
and/or as shown in the Figures. 

34. A mobile telephone substantially as hereinbefore described with reference to 
and/or as shown in the Figures. 

35. A cellular radio communications network substantially as hereinbefore described 
with reference to and/or as shown in the Figures. 

36. A portable device having a radio transmitter, comprising: 

unauthorized removal means arranged to detect the unauthorized removal of the 
device from a person porting the device; and 

control means arranged to effect at least partial disablement of the device in 
response to the unauthorized removal of the device. 
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